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B
Weapons of Mass Destruction
(WMD) .

The FBI's Weapons of Mass Destruction Directorate " .
(WMDD) works to detect and prevent threat _'
involving the use of chemical, biological, and
radiological (CBR) materials. The FBI considers the
use of an UAS to transport and deliver CBR materials

to inflict harm and cause serious damage a viable
threat and concern to our national security. The
routinely conducts outreach to federal, state, ano

local law enforcement, academic institutions, and

public and private industry to address the threat

issues related to the potential unlawful or nefarious

use of UASs in our communities.

JAS Industry AV ETT S

Simply defined, UASs are “remote or autonomously The Federal Aviation Administration (FAA) is the
controlled aircraft” also known as “drones” or sole agency in the United States with the regulatory
unmanned aerial vehicles (UAVs). Although UASs authority to govern US National Airspace. The FAA
have been around for decades, rapid advancements has established rules and requirements for individuals
in technology have made these systems more reliable, who fly UASs in the United States, to create safer
adaptable, and user friendly for the everyday user. and air-friendly skies. In August 2016, the FAA

enacted comprehensive regulations for routine/
_—— non-recreational use of small UASs. For all rules
and regulations concerning the commercial and
recreational use of UAS, see https://www.faa.gov/uas/.

Your efforts make'aldifference

You may hear UAS hobbyists talk about
modifying UAS for legitimate reasons, but
there is a concern UASs may be altered to
carry and deliver CBR payloads or used for
other nefarious purposes. The FBl is counting
on you to be vigilant and recognize unusual
behavior to identify potential threats. If you
think you may have suspicious activity to
report, contact your local law enforcement
agency, FBI WMD coordinator, or local JTTF.

Hobbyists, commercial businesses, and government
agencies are applying UAS technology in numerous
ways that are benefiting society, to include security
and surveillance, and first-responders’ assistance.
However, UAS platforms have the potential ability to
be modified or enhanced for uses that may threaten
the safety and security of US citizens.




